PROTOCOLS INTERVIEW
QUESTIONS

1.What is TCP and what is its primary purpose in networking?

Answer: TCP is a connection-oriented protocol that provides reliable, ordered, and
error-checked delivery of data between applications running on hosts in a network.
Its primary purpose is to ensure data is transmitted accurately and in the correct
order.

2.How does TCP ensure reliable data transmission?

Answer: TCP ensures reliable data transmission through sequence numbering,
acknowledgments (ACKs), and retransmission of lost packets. It also uses flow
control and congestion control mechanisms.

3.Describe the three-way handshake process in TCP.

Answer: The three-way handshake is used to establish a TCP connection:
SYN: The client sends a SYN (synchronize) packet to the server.
SYN-ACK: The server responds with a SYN-ACK (synchronize-acknowledge) packet.

ACK: The client sends an ACK (acknowledge) packet back to the server, establishing
the connection.

4.What is the purpose of the TCP sliding window mechanism?

Answer: The sliding window mechanism in TCP manages the flow of data packets
between sender and receiver, ensuring that the sender does not overwhelm the
receiver by controlling the amount of data that can be sent before needing an
acknowledgment.
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5.How does TCP handle congestion control?

Answer: TCP handles congestion control using algorithms like Slow Start, Congestion
Avoidance, Fast Retransmit, and Fast Recovery. These algorithms adjust the rate of
data transmission based on network conditions to avoid congestion.

6.What is UDP and what are its primary characteristics?

Answer: UDP is a connectionless protocol that provides a lightweight, low-latency
method for sending data packets. Its primary characteristics are that it does not
guarantee delivery, order, or error-checking of packets.

7.In which scenarios is UDP preferred over TCP?

Answer: UDP is preferred in scenarios where speed is crucial and occasional data
loss is acceptable, such as in real-time applications like video streaming, online
gaming, and VolP (Voice over Internet Protocol).

8.How does UDP achieve low latency compared to TCP?

Answer: UDP achieves low latency by not establishing a connection before data
transmission, not using acknowledgments, and not implementing congestion control,
which reduces the overhead and delays associated with these processes.

9.What are some common applications or protocols that use
uDP?

Answer: Common applications and protocols that use UDP include DNS (Domain
Name System), DHCP (Dynamic Host Configuration Protocol), SNMP (Simple Network
Management Protocol), and TFTP (Trivial File Transfer Protocol).

10.How does UDP handle data integrity and reliability?
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Answer: UDP itself does not handle data integrity and reliability; it relies on the
application layer to implement these mechanisms if needed. This allows UDP to
remain lightweight and fast.

11.What is ICP and what is its primary use?

Answer: ICP is a protocol used by web caches to communicate and exchange
information about cached objects. Its primary use is to query neighboring caches
about the presence of specific web objects to reduce latency and bandwidth usage.

12.How does ICP improve web cache efficiency?

Answer: ICP improves web cache efficiency by enabling caches to share information
about their contents, allowing them to retrieve cached objects from the nearest or
most appropriate cache rather than fetching them from the origin server.

13.What are the different types of ICP messages?

Answer: ICP messages include ICP_QUERY (request to check for an object), ICP_HIT
(object is found in the cache), ICP_MISS (object is not found in the cache), ICP_ERR
(error message), and ICP_HIT_OBIJ (object is found and included in the response).

14.Explain the difference between ICP and HTTP in terms of
caching.

Answer: ICP is used for communication between web caches to locate cached
objects efficiently, while HTTP is a protocol used for retrieving resources over the
web. ICP facilitates cache cooperation, whereas HTTP handles client-server
communication.

15.What is the role of ICP in content delivery networks (CDNs)?

Answer: ICP helps CDNs by enabling cache servers to share information about
cached content, improving the efficiency of content distribution and reducing
latency for end users.
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16.Compare the reliability of TCP and UDP.

Answer: TCP provides reliable data transmission through error-checking,
acknowledgments, and retransmissions, ensuring that data is delivered correctly and
in order. UDP does not guarantee reliability, order, or error-checking, which can
result in data loss or corruption.

17.What are the main advantages and disadvantages of using
UDP?

Answer:
Advantages: Low latency, reduced overhead, faster data transmission.

Disadvantages: Lack of reliability, no built-in congestion control, and potential data
loss.

18.How does TCP handle out-of-order packets?

Answer: TCP uses sequence numbers to identify the order of packets. If out-of-order
packets are received, TCP buffers them until the missing packets arrive, then
reassembles them in the correct order before passing them to the application layer.

19.Describe a scenario where using ICP would be beneficial.

Answer: ICP would be beneficial in a scenario where multiple web caches are
deployed across different geographic locations. By using ICP, these caches can
quickly determine if a requested web object is available in a nearby cache, reducing
retrieval time and saving bandwidth.

20.What mechanisms does TCP use to ensure data integrity?

Answer: TCP ensures data integrity using checksums for error-checking, sequence
numbers for tracking the order of packets, and acknowledgments for confirming the
receipt of data. If errors are detected, TCP retransmits the affected packets.
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